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• SSO – Requires a UPN as the Sympa username.

• Manual login – Requires a unique, accessible email address 
as the username.

• Test users

• Employees not using SSO (if any)

• Sympa system admins (if any)

Sympa login types



1. Customer’s IT:

1. Ensure all SSO-users have a UPN 

2. Ensure all non-SSO users have unique email.

2. Customer’s Entra ID Administrator: Grant consent to 
Sympa to read user profiles in customer’s Entra ID (earlier 
Azure AD).

3. Customer: Define test user for the SSO.

4. Sympa: Switches the IAM solution.

5. Customer: Test and approve it!

Details on the following slides.

During the onboarding project, test users will log in manually 
as non-SSO users (except when performing SSO testing).

Entra ID SSO process



Ensure all SSO-users have a UPN. 

• UPN = User Principal Name

• UPN is used as a username in Sympa.

• UPN includes @ character

Ensure unique email for every non-SSO Sympa user.

If an employee has multiple user accounts (e.g. a test user or a Sympa system 
admin user), each account must also have a separate, unique email address. Test 
credentials are used in the Sympa onboarding project, while Sympa admin 
credentials are created following specific admin training.

• Use “+” sign in your non-SSO email firstname.lastname+test@company.com

• The email will point to your regular email.​

• Must be supported by your company email provider. Most do support, 
some may not. Please check with your email provider.

• Alternatively, provide a separate email
firstname.lastname.test@company.com

• This new email can forward to your existing email account or be a 
separate account - whichever is more convenient for you

1. Ensure UPN or unique email for every user.

mailto:firstname.lastname+test@company.com
mailto:.test@company.com


Grant consent to SympaHR to read user profiles in customer’s 
Entra ID (Azure AD).

• Customer’s Entra ID (Azure AD) administrator: click this 
link *

• Accept the permissions (see example on the right)

*The link: 
https://login.microsoftonline.com/common/adminconsent?clie
nt_id=43d906d7-880f-4ad1-b195-
9d14383c87c9&redirect_uri=https%3A//www.sympahr.net/ind
ex.aspx

2. Customer’s Entra ID (Azure 
AD) Admin

Note: You may encounter an error message like this if your username is different from 
the Sympa login username. This is expected, so you can ignore it.
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Log in to the Azure Portal and Grant consent on behalf of all users (see the screenshots). You should select the one created in the 
previous step.

Depending on your configurations you may need to do some extra steps. For example, If needed, you can whitelist Sympa's
manual login link for the admins and possible non-SSO users:

https://www.sympahr.net/index.aspx?y=YOURORGANISATION&logintype=manual

(replace the YOURORGANISATION with your organisation differentiator)

2. Customer’s Entra ID (Azure AD) Admin

https://sympahrproduction.b2clogin.com/
https://www.sympahr.net/index.aspx?y=YOURORGANISATION&logintype=manual


o Select a real Sympa user to test the SSO, such as someone 
from HR or IT.

o Request the UPN of the selected test user from your Entra 
ID administrator.

o Share the following information for Sympa to create a real 
user account for testing:

o Employee's first and last name

o UPN 

o Employee ID

3. Define test user



4. Sympa switches you to the
SSO

Once the previous steps are done by your Entra ID (Azure AD) 
Administrator, Sympa will switch to the SSO solution on the 
agreed date.



• Test the login with the user guide on the following pages.

• In case you will have both SSO and non-SSO users, test both 
logins.

• Do not add any data for the test users in Sympa!

• Please note that the user will be deactivated after approval 
to prevent login before go-live.

4. Test the SSO login



Login to Sympa after SSO 
activation



Users with SSO



1. Please ask the person testing the SSO to log in to Sympa.

• Use the link in format: 
https://www.sympahr.net/[yourorganisation]

2. Do not add any data for this employee!

3. Please note that the user will be deactivated after approval 
to prevent login before go-live.

4. The test is considered successful if the employee can log in 
to Sympa, allowing you to mark this task as approved.

Test user log in with SSO



Non-SSO Users



Your Sympa Onboarding project’s test users will follow this 
after the SSO is activated.

1. Use the manual login link, and type in your username and 
password.

2. Again, provide your account's email address, click “Send 
verification code”.

3. Enter the verification code sent to your email, click 
“Verify code”.

4. Provide a new password. By clicking “Continue”, you are 
directed to the Sympa homepage. 

5. Migration is complete!

Non-SSO login after the update



You will create your password during your first login. Your employees 
will follow this after the Sympa Go-live.

1. Go to the login page.

2. Click Forgot your password?

3. Enter your email address (which is used as your username).

4. You will receive an email with a verification code. Enter the code in 
the designated field to verify your email, then proceed to create 
your password.

First-time login without SSO
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